DefenseAgainstAdversarial
Attacks(Theoretic)



Recalthe empiricaldefenseapproaches

APeerNet leveraginghe peerinformation (consistency)

ADistillationasa defense:ensure the classification output by a DNN
remains constant in a closed neighborhood around any given sample
extracted from the input distribution...r) - £,a..cx.r)

APGDadversariatraining



Towards Deep Learning Models Resistant to
Adversarial Attacks

min p(@), where p(0) =E;)~p [rgleagc L8,z + 5,y)]

A Usea natural saddle point (mimax) formulation to capture the
notion of security against adversarial attacks in a principled
manner
A The formulation castboth attacks and defenses into a common
theoretical framework
A Motivate LIN2P 2SO0 SR 3IAN}Y RASY(d RS&OSyid 6t D50 I &
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Model Capacity




Towards Deep Learning Models Resistant to
Adversarial Attacks
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Beyondthe Min-maxGame

AWill it helpif we havemore knowledgeaboutour learningtasks?
A Generalunderstandingabout ML models
A Propertiesof specificlearningtasks



DecisiorBoundaryBasedDetection

MNIST Test image 3153
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DecisiorBoundaryAnalysi®of Adversarial
Examples
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False pos. False neg. Accuracy
Training attack Benign OPTBRITTLE OPTMARGIN Our approach Cao & Gong

MNIST, normal training

OPTBRITTLE 1.0% 1.0% 74.1%
OPTMARGIN 9.6 % 0.6% 7.2% 90.4% 10%
MNIST, PGD adversarial training
OPTBRITTLE 2.6% 2.0% 39.8%
OPTMARGIN 10.3% 0.4% 14.5%
CIFAR-10, normal training
OPTBRITTLE 5.3% 3.2% 56.8%
OPTMARGIN 8.4% 7.4% 5.3% 96.4% 50,
CIFAR-10, PGD adversarial training
OPTBRITTLE 0.0% 2.4% 51.8%

OPTMARGIN 3.6% 0.0% 1.2%




Takeaways

ADecisionboundariesof DNNsare important towardsimproving
learningrobustness

Alsolatedislandsin the datamanifoldwould leadto harder
detected/defensecadversariabehaviors
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https://github.com/AkLsecure/Provablelrainingand-VerificationApproachesTowardsRobust
NeuratNetworks



https://github.com/AI-secure/Provable-Training-and-Verification-Approaches-Towards-Robust-Neural-Networks

CertifledRobustnessiaRandomized
Smoothing

ANeymanPearsoriemma
ASmoothedclassifier

ACertificationbound
Atightness



Relatedreading:Mitigating Evasion Attacks to Deep
Neural Networks via Regimased Classification

Classification

/ boundary

lllustration ofthe regionbasedclassificationx
IS a testing benign example anfixthe
corresponding adversarial exampléhe
hypercube centered atQntersects the most
with the class region that has the true label.



